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CUE's April and May 2018 General Meeting Programs addressed passwords,

two factor authentication and password managers. More than half of CUE's 

members missed one or both of these meetings and some who attended may not 

yet have taken seriously the suggestions made in these presentations. I am so 

passionate about this subject I wrote this article to give you a second chance.

No one can guarantee you will never be hacked, however there are published

guidelines that I'll summarize that can minimize the risk. Only you can decide

what to do with these recommendations. First, create strong passwords. This is not

easy. We have repeatedly been told to create unique passwords combining numbers, special characters, upper- and lower-case letters. Complexity or randomness is good but you can add strength by making your passwords longer - as long as the site allows. Consider pass phrases or a collection of random words but remember that hackers have access to databases of song and book titles, lyrics, poems, etc. so randomize what you use. 
Second, treat your email password with special care. Make it as strong as you can 

and never use that password or a variation of it for anything else. If hackers gain 

access to your email they can use it as a key to resetting passwords of your other 

accounts thus locking you out.

Stop thinking of hackers only as the lonely figure in a hoodie crouched over a laptop 

in a dimly lit room. Hacking is also done by businesses employing many folks using 

lots of computing power and large databases to try to separate you from your personal information and hard earned cash. They buy and sell information from data breaches and scour social media and public databases to use in their pursuits. This realization might spur you to take more seriously protecting yourself online.

Never reuse a password! If you do, your security is only as good as the weakest site on which that password is used. It's easy for a hacking program to test one stolen password on all of your sites. And slight variations of that password (add a number) or simple substitutions ($ for s) still make it easy to guess. Don't use as passwords what has become public information because of social media (pet names, birthdays, family names, addresses, phone numbers, etc.) or what can be found in public databases. They are easy guesses for hackers. And, of course, passwords that are user names,

simple dictionary words, adjacent keyboard combinations, etc. make it too easy for hacking schemes. Perhaps it should go without saying, don't keep a file containing your passwords on your computer. That list of passwords you keep in writing is a bit safer if inconvenient to update.

Why do we violate good password guidelines? The National Institute for Standards and Technology (NIST) had issued password guidelines we have all been following for the last 15 years. Use at least 8 alphanumeric characters sprinkled with capitals and special characters and change passwords every three months. The unintended result of this complexity was that most people gravitated toward common patterns and hackers exploited these predictable patterns. One author of the original guidelines described the results of imposing these arbitrary rules: "It drives people bananas and they don't pick good passwords no matter what you do."

NIST's newly released password guidelines are more user friendly, requiring only what significantly improves security, putting more burden on the verifier and using 2 factor authentication where possible. Longer passwords are better. Further, they recommend you change passwords only in the event of a data breach. Arbitrary complexity that drives poor practices shouldn't be required. The verifier should screen for and not allow 

commonly used passwords, eliminate the need for hints and security questions and 

limit the number of incorrect guesses allowed. You might find that verifiers are a bit slow to adopt their end of these guidelines because of the cost involved. 
Because of the number of passwords people (should) use and the complexity of each one, security experts now suggest considering the use of a password manager.

Password managers store your passwords and other information in an encrypted

vault, either on your computer or in the cloud, that is accessed by a single VERY 

STRONG master password that is encrypted and never stored in plain text. 
They can generate complex, random passwords of any length for you to use on any site. They work in conjunction with your browser and can autofill username and password for sites you have chosen. 
Most have a subscription fee of from $12 to $40 a year, but a few have a limited 

function version for free. While Wikipedia lists over 30 password managers on the 

market, most experts suggest staying with one of the top four: LastPass, Dashlane,

1Password or KeePass.

I purchased 1Password before they moved to a subscription-based service and am

grandfathered in using it. I found it relatively easy to use, love the excellent security ratings and have it on my Mac, iPad and iPhone. However, if you choose to follow security experts recommendations and give a password manager a try, you might want to avoid paying even a nominal subscription fee in the beginning until you understand what additional features you might need that you must pay for. I suggested giving 

LastPass a try since the free version does what most folks want from a password 

manager and, since it is cloud based, can synchronize across computer, smartphone 

and tablet. It is also very highly rated for  security.

If you think LastPass might be of interest, first review their website for information

and user forums. That will help you to understand how LastPass might be of

value to you. If you want to try out LastPass, STOP!! Don't take any action until

you have devised a very strong master password. The LastPass website will offer 

guidance in how to do that but note that you can use a very long master password 

and you could take advantage of the security that will offer. One way to generate a long but memorable master password is to use four or more random,

unrelated words separated by spaces. To understand the logic behind this just Google "correct horse battery staple." 
Really. You want a master password that is easy to remember so that you can access your password manager vault without consulting a written password. 
Think this through before you download and try any password manager. You want a master password you will never forget since the password manager company does not store an unencrypted version of your password and thus will not be able to help you recover your vault contents if you should forget your master password.

If you are at all nervous about using a password manager, do not put your banking information or email password in it. I have not. You will see a real benefit from using it for all the rest of your passwords. I have also used 2 factor authentication in LastPass. That gives me the additional convenience of using my fingerprint on my iPhone and iPad to open LastPass since they are identified as trusted devices (the second factor).

Currently there are three authentication factors used to prove your identity in the digital world. One factor is username, password, PIN - something you know. 
The second factor is something you have -  ID badge, smart card, device (phone, tablet, computer). And the third factor is something you are - biometric factor such as fingerprint, facial recognition, iris scan. 
Using at least two of these factors provides more proof of your identity and is one of the new NIST recommendations for digital security.

Using a password manager requires some setup time. When you log in to a new site

LastPass will ask if you want to save the login information (username and password) and that is very convenient. What is not convenient is changing the passwords you currently have to much more secure ones. You will have to go to each site or app and change its password. 
LastPass will suggest complex, random passwords you would never remember, but the password manager will. Think about all the passwords you have and the time it will take to log in to each site or app and go through the process to change the password. This effort is what limits most people in the use of a password manager. But if all you do is institutionalize your poor password practices by saving your existing poor or repeated passwords, the password manager will do you no good. You need to make all those passwords stronger - that is the point of having that password manager: to allow you to use individual passwords that are so complex you could never remember them. You don't have to change all your passwords at one time, just start with the most important ones and work on them gradually.

Password managers can also encrypt and store other information that is convenient 

to have such as passport, drivers license and credit cards. I have entered all this 

information including the phone numbers of the credit card companies if my cards are lost or stolen. This has replaced the (insecure) scanned paper copies that I used to carry with me when I traveled.

I can't end this article without mentioning that Apple has made using password mangers easer on smartphones and tablets using iOS 12. That mobile device operating system now supports autofill in Safari and third-party apps if you are using LastPass, Dashlane or 1Password. And it makes using password managers very convenient when you are out and about. 
No more list of passwords tucked into my iPad case. How insecure was that!  Android Oreo and Pie operating systems support autofill with LastPass but older versions do not. Adoption of new Android operating systems is far slower than new versions of Apple iOS so Android users will be limited in their convenient use of autofill. Browser extensions of LastPass on your computer provide autofill as well as the option to fill in forms online including your credit card number. I like and trust password managers but not enough to automatically fill in my credit card number on a form whose origin may 

not be as trustworthy. 1Password at least requires you to acknowledge you want to 

fill in a credit card number, an extra step to verify that you are comfortable doing so. 

I cannot guarantee your online safety nor can I guarantee your password manager

can never be hacked. I don't think you would use "Password123" as your master

password but in the event,  you do, all bets are off. You can, however, reduce the risk

of bad things happening by carefully using a password manager with a strong master

password. 
